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METHOD AND APPARATUS FOR AUTOPOLLBSTG 
PHYSICAL LAYER DEVICES IN A NETWORK 

RELATED APPLICATIONS 

This application contains subject matter related to the subject matter disclosed in copending 
U.S. Provisional Patent Apphcation Serial No. 60/171,484, filed on December 22, 1999 (our Docket No. 
52352-661). 

5 FIELD OF THE EWENTION 

The present invention relates to the field of network communications, and more particularly, to 
the monitoring of status information that resides within the physical layer devices of a network, 

BACKGROUND OF THE INVENTION 

Conventional local area network architectures use network interface devices containing media 
10 access controller operating according to half-duplex or full-duplex Ethernet (ANSI/IEEE Standard 
802.3) protocols, such as lOBASE-T or 100BASE-TX. The physical layer tranceiver (PHY) attached to 
the media access controller (MAC) at one end of the network medium communicates with the PHY at 
the other end of the medium to negotiate the link capabilities, such as speed and duplex mode, and status 
(linkup or down). 

15 Correct operation of the network requires that the controller be informed of the link status and 

capabilities. Newer operating systems require the network interface controller to autonomously 
determine the link status, without assistance of software. Consequently, the controller contains 
hardware that reads and writes the necessary registers in the PHY to determine the link status and 
capabilities. 

20 Recent extensions of the 802.3 standard and related standards allow ethemet MAC's to be used 

with PHYs that communicated over other media, such as conventional in-home telephone wires or via 
radio. Telephone line and wireless media characteristics can change rapidly over time. These changes 
are sensed by the PHY and the current status stored in registers with the PHY. In some cases, these 
changes require the MAC or host software to change operating modes. The interface between the PHY 

25 to signal that a change has occurred. Therefore, it is necessary for the associated PHY registers to be 
frequently polled by the controller. Other extensions of the 802.3 standard add new capabilities, such 
as the "pause ability". Information about these capabilities is stored in new PHY registers or in 
previously unused bits in existing PHY registers. 

It is not possible to anticipate all possible extensions of the standard when a particular network 

30 interface controller is designed, nor is it always practical to include all the necessary polling hardware to 



cover all possible applications of the controller. Any necessary polling not done by the controller 
hardware must be done by host software. This software polling increases the size and complexity of the 
software. In addition, it imposes a burden on the host processor. In other words, the host processor has 
to devote valuable resources to check relying on software to obtain this other information is the 
5 overhead associated with the host processor obtaining the information. In other words, the host 
processor has to devote valuable resources to check on this other information, even if it is not changed, 
instead of devoting its resources to other tasks. Since the information may not change between instances 
where the software is checking on the network conditions, this process is extremely wasteful. 

SUMMARY OF THE INVENTION 

10 There is a need for an automatic polling mechanism to obtain network information from PHY 

layer devices in a network, in addition to link status information, without incurring additional software 
overhead. 

This and other needs are met by the present invention which provides an arrangement for 
polling external physical layer device (PHY) registers in a network. The arrangement includes a number 

15 (n) of poll registers that store information indicating which PHY registers are to be polled. The 
arrangement includes a number (m) of poll data registers that receives polled information from the PHY 
registers. Poll logic automatically polls those PHY registers indicated by the information in the poll 
registers as PHY registers to be polled, and also stores the polled Information in the PHY registers. 

Some of the advantages achieved by the present invention include the ability to obtain 

20 information automatically through polling logic. The use of a number of poll registers and poll data 
registers allows any number of different registers of different PHY devices to be polled. The information 
that is obtained in these different PHY registers is stored in the corresponding poll data registers. By 
proper programming of the poll registers, the PHY registers to be polled are selected and automatically 
polled. Software does not need to be used to obtain this information, which may be other than link status 

25 information, and so PHY registers that may be polled are selectable by the user. 

The earlier stated needs are also met by an embodiment of the present invention which provides 
a method of automatically polling physical layer device (PHY) registers of a network. The method 
includes storing addresses of a subset of PHY registers and a plurality of PHY registers. The PHY 
registers whose addresses are stored are periodically polled. The polling results are stored and compared 

30 with previous polling results. An interrupt signal is generated when the polling results are different from 
the previous polling results. 

One of the advantages of the method of the present invention is the generation of an interrupt 
signal when the polling results indicate that the conditions in the network have changed. Interrupts of 
the processor need not be generated unless the network conditions change. This reduces the overhead 

35 required of the processor and allows it to devote its resources to other processing tasks. 
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1 1 

The foregoing and other features, aspects and advantages of the present invention will become 
more apparent in the following detailed description of the present invention when taken in conjunction 
with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
5 Fig. 1 is a block diagram of a network arrangement in accordance with embodiments of the 

present invention. 

Fig. 2 is a block diagram of a network interface device constructed in accordance with an 
embodiment of the present invention. 

Fig. 3 is a block diagram depicting in more detail autopoll logic and registers of the network 
10 interface device of Fig. 2, constructed in accordance with an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

The present invention addresses and resolves the problems associated with software overhead in 

determining network conditions from the information contained in the registers of the PHY devices. 
15 This is accomplished through autopoll registers that contain the register numbers and addresses of the 

PHY registers to be polled. Autopoll logic examines the autopoll registers to determine whether 

autopolling is enabled for a particular register. If autopolling is enabled, then the PHY register is 

automatically polled and the value is posted in corresponding autopoll data registers in the network 

interface device. When changes are detected from the results of previous polling, then an interrupt is 
20 generated to inform the host CPU that the network conditions have changed. Software overhead to 

determine these network conditions is thereby avoided through the automatic polling logic and registers. 
Fig. 1 is a block diagram showing an arrangement in accordance with an embodiment of the 

present invention. The arrangement includes a network interface device 10 which is coupled through a 

system bus 12 to host TPU 60. 
25 The network interface controller 10 interfaces, through a media independent interface (Mil), not 

shown in Fig. 1, to a plurality of PHY devices 62. Each PHY device 62 is coupled to a medium 64. 

Examples of mediums include twisted wire pair, CAT-V cabling, etc. Other stations 66 can be 

connected to the medium 64. The PHY layer devices 62 may also connect into a single common 

medium 64. 

30 As defined in the IEEE 802.3 standard, the external PHY attached to the network interface 

device's immediate independent interface has no way of communicating important timely status 
information back to the network interface device. Unless it polls the external PHY's status register, the 
network interface device has no way of knowing the external PHY has undergone a change in status. 
Although it is possible for the host CPU to poll the registers in the external PHY devices, the network 

35 interface device 10 in the present invention simphfies this process by implementing an automatic polling 



function that periodically polls user-selected PHY registers and interrupts the host CPU 60 if the 
contents of any of these registers change. 

Before describing the automatic polling function and automatic polling logic of the present 
invention, another view of the network interface device 10 will be provided. 
5 The present invention is described in the context of an IEEE 802.3 compliant network interface 

configured for sending and receiving data packets between a system memory and a network medium 
using established Media Access Control (MAC) and Physical Layer (PHY) protocols. An overview will 
first be provided of the network interface, followed by a description of the arrangement for autopolling 
the PHY devices. 

10 Figure 2 is a block diagram of an exemplary network interface 10 that accesses the media of an 

Ethernet network according to an embodiment of the present invention. 

The network interface 10, preferably a single-chip, 32-bit Ethernet controller, provides an 
interface between a local bus 12 of a computer, for example, a peripheral component interconnect (PCI) 
local bus, and an Ethernet-based media 50. The reference numeral 50 identifies either an actual network 

15 medium, or alternately a signal path (e.g., a media independent interface (Mil)) to a physical layer 
transceiver coupled to the network media. 

The network interface 10 includes a PCI bus interface unit 16, a memory control unit 18, a 
network interface portion 20, a descriptor management unit 22 and a register control and status unit 24. 
The network interface portion 20 includes an IEEE 802.3 compliant and full-duplex capable media 

20 access control (MAC) core 26, a Media Independent Interface (Mil) port 28 for connecting external 
lOMb/s, lOOMb/s or lOOOMb/s transceivers, an External Address Detection Interface (EADI) port 30, 
and a network port manager unit 32, The network interface 10 also includes an EEPROM interface 34 
for reading from and writing to an external EEPROM, an LED control 36, an IEEE 1149. 1 -compliant 
JTAG Boundary Scan test access port interface 38, a clock generation unit 40, and an expansion bus 

25 interface 42. The expansion bus interface unit 42 interfaces to an external or internal data memory (not 
shown in Figure 1) for frame storage and also to non-volatile (e.g., EPROM or Flash memory) storage 
for boot ROM use during startup. 

The PCI bus interface unit 16, compliant with the PCI local bus specification (revision 2.2), 
receives data frames from a host computer memory via the PCI bus 12. The PCI bus interface unit 16, 

30 under the control of-the descriptor management imit 22, receives transfers from the host computer via 
the PCI bus 12. For example, transmit data received from the PCI bus interface unit 16 is passed to the 
memory control unit 1 8 which stores it in the data memory. Subsequently, the memory control unit 1 8 
retrieves the transmit data from the data memory and passes it to the MAC 26 for eventual transmission 
to the network. Similarly, receive data from the network 50 is processed by the MAC 26 and passed to 

35 the memory control unit 18 for storage in the data memory. Subsequently, the memory control unit IS 



retrieves the receive data from the data memory and passes it to the PCI bus interface unit 16 for transfer 
to the host computer via the PCI bus 12, 

The descriptor management unit 22 manages the transfers of data to and from the host computer 
via the PCI bus interface unit 16. Data structures contained in the memory of the host computer specify 
5 the size and location of data buffers along with various control and status information. The descriptor 
management unit 22 interfaces with the memory control unit 18 to insert control information into the 
transmit data stream and to retrieve status information from the receive data stream. 

The network interface portion 20 includes a network port manager 32 that performs auto- 
negotiation functions by communicating via the media 50 with a corresponding auto-negotiation unit in 
10 the link partner (e.g., a centralized hub, repeater, workstation, or switch). 

The network interface 10 also includes a power management unit 44 that enables remote 
activation (i.e., turn-on) of the host computer via the network medium 50 by detecting a predetermined 
pattern on the network medixmi 50 according to Microsoft OnNow and ACPI specifications, including 
compliance with Magic Packet technology and PCI Bus Power Management Interface Specification 
15 protocols. 

The network interface 10 also includes a MIB counter xmit 46 which accepts information from 
the MAC 26 regarding frame transmission and reception and maintains the statistics necessaiy for 
network management. These statistics are accessed by the host computer via the PCI bus interface unit 
16. 

20 Figure 3 depicts a schematic block diagram of the autopolling logic and the associated 

autopolling registers, along with the PHY devices 62, in accordance with embodiments of the present 
invention. 

The MAC core 26 includes autopoil logic 70 which implements the automatic polling function 
of the present invention. The autopoil logic 70 operates in conjunction with poll registers 72 and poll 

25 data registers 74. In the exemplary embodiment of the invention, the number (n) of poll registers is 6, 
and the number (m) of poll data registers is also 6. There is a 1-to-l correspondence between the number 
of poll registers 72 and poll data registers 74. A greater number or a lesser number of poll registers and 
poll data registers may be employed depending upon the desired number of PHY registers to be polled. 

The automatic polling of the PHY registers 76 contained in the PHY devices 62 is controlled by 

30 the information contained in the six poll registers 72. In certain embodiments of the invention, the poll 
registers 72 are 16-bit registers. By writing to the poll register 72, a user independently defines the PHY 
addresses and register numbers for six external PHY registers 76. As apparent from the block diagram 
of Figure 3, the external PHY registers 76 are not restricted to a single PHY device 62. The poll 
registers 72 contain fields that control the automatic polling formed by the autopoil logic 70. The fields 

35 for a typical poll register 72 are provided below. 
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BIT NAME DESCRIPTION 

15 AP_REGI_EN Enable Bit for AutopoU Register L When this bit and the 

Autopoll External PHY bit (APEP) in CMDl are both set 
to 1, the Autopoll State Machine periodically reads the 
external PHY register selected by the AP_PHYI_ADDR 
and AP_ REGI_ADDR fields and sets the APINTl 
interrupt bit if it detects a change in the register's contents. 



14-13 



12-8 



RES 



AP REGl ADDR 



RES 



AP PRE SUPI 



AP-PHYI-DFLT 



4-0 



AP PHYI ADDR 



Reserved locations. Written as zeros and read as 
undefined. 

AP_REG1 Address. This field contains the register 
number of an external PHY register that the Autopoll 
State Machine will periodically read if the AP_REGI_EN 
bit in this register and the APEP bit (CMD3, bit 24) set. 

Reserved location. Written as zero and read as undefined. 

Autopoll Preamble Suppression. If this bit is set to 1, the 
Autopoll State Machine will suppress the preambles of the 
Mil Management Frames that it uses to periodically read 
the external PHY register selected by the 
AP_PHYI_ADDR and AP_REG1_ADDR fields. 

This bit is ignored when the AP_PHYI_DFLT bit is set. 

Autopoll PHYI Default, When this bit is set, the Autopoll 
State Machine ignores the contents of the AP_PHY1_ 
ADDR and AP_PRE_SUP1 fields and uses the 
AP_PHYO_ADDR field for the address of the PHY device 
to be polled. If this bit is set, the Autopoll State Machine 
will suppress preambles only if the Port Manager has 
determined that the default external PHY can accept Mil 
Management Frames without preambles. (The Port 
Manager examines bit 6 in register 1 of the default PHY to 
make this determination. 

Autopoll PHYI Address. This field contains the address of 
the external PHY that contains AP_REG1. 

This bit is ignored when the AP-PHYl-DFLT bit is set. 



The first field (AP_REG1_EN) is an enable comprising a single enable bit for the poll register 
72. When this bit is set and the autopolling enable bit (controls the autopoll logic 70) is set, the autopoll 
5 logic 70 (its state machine) periodically reads the external PHY register 76 as determined by the address 
and register number information contained in the poll register 72 fields. 

The second field (bits 14-13) is a reserved field. 
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A third field, bits 12-8, is a register address field that contains the register number of an external 
PHY register 76 that the polUng logic 70 will periodically read (assuming that the enable bit is set in the 
enable field and the autopolling enable bit is also set). 

Bit 7 is a reserved field. 

5 Bit 6 forms the preamble suppression field. If this bit is set to 1, the autopolling logic 70 

suppresses preambles of Mil management frames used to periodically read the external PHY register 
that is identified in the enable field and the address field of the poll register 72. The preamble 
suppression bit is ignored when the default bit, explained below, is set. 

Bit 5 is a default field. When the bit in this field is set, the poll logic 70 ignores the contents of 

10 the address field and preamble suppression fields and uses a default address for the address of the PHY 
device to be polled. If this bit is set, the autopoll state machine vvdll suppress preambles only if a 
network port manager (32 in Figure 1) has determined that the default external PHY can accept Mil 
management frames without preambles. The port manager 32 examines bit 6 and register 1 of the 
default PHY register to make this determination. The default PHY register will be explained in more 

15 detail later. 

The final field in the poll register 72 is made up of bits 4-0 and is the address field that contains 
the address of the external PHY which contains the register identified in the register field of the poll 
register 72, This field is ignored when the default bit is set in the default field of register 72. 

One of the poll registers 72 differs from the remaining poll registers 72 in several ways. The 

20 PHY address field of this poll register 72 defines the default PHY address that is used by the autopoll 
logic 70 in the network port manager 32. The register number field is fixed at 1 (which corresponds to 
the external PHY status register), and the register is always enabled. This means that if the poll logic 70 
is enabled (by autopolling enable bit), the poll logic 70 will always poll register 1 of the default PHY 62 
and will interrupt the host CPU 60 when a change is detected in that register. 

25 If the preamble suppression bit is set in the preamble suppression field, the polling logic 70 

sends management frames to the corresponding register with no preamble field. The host CPU 60 should 
only set the preamble suppression bit poll registers in PHY devices that are known to be able to accept 
management fi-ames without preambles. For PHY devices that comply with clause 22 IEEE STD 802.3, 
bit 6 of PHY register 1 is fixed at 1 if the PHY will accept management frames with the preamble 

30 suppression. 

If the default PHY bit is set in a default PHY field, the corresponding preamble suppression bit 
and PHY address field are ignored. In this case the poll logic 70 uses the default PHY address from the 
address field of the autopoll register 72 which contains the default PHY address, and suppresses the 
preamble if the network port manager logic 32 has determined that the default PHY device accepts 
35 management frames with no preamble. If the network port manager logic 32 has not determined that the 
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default PHY device accepts management frames with no preamble, the poll logic 70 does not suppress 
the preamble when accessing the selected register. 

The poll logic 70, as discussed before, is enabled when an autopoll external PHY enable bit 
(found in the command bits accessible by the host CPU 60) is set to 1. If the autopoll external PHY 
5 enable bit is cleared to 0, the poll logic 70 does not poll any PHY registers regardless of the state of the 
enable bits in the poll registers 72. The autopolling enable bit has no effect on the network port manager 
32, which may poll the default PHY 62 even when the state of the autopolling enable bit is 0. 

Assuming that the autopolling enable bit is set to allow autopolling of the poll logic 70, and that 
the enable bit is set in the enable field of a poll register 72, the poll logic 70 reads the corresponding 

10 PHY register indicated by the register number field and the PHY address field in the poll register 72. 
The results of the polling of the register 76 are stored in a corresponding poll data register 74. In certain 
embodiments of the invention, the poll data register 74 is a 16-bit register. Comparison logic within the 
poll logic 70 compares the current contents of the selected PHY register 76 with the contents of the poll 
data register 74. (These contents are the previously polled information from the PHY register) 76. If the 

15 comparison logic detects a change, the poll logic 70 sets the corresponding autopoll interrupt (AP_INTO 
through AP_INTn) in the interrupt register. The setting of the interrupt in the interrupt register causes an 
interrupt to the host CPU 60, assuming that interrupt is enabled. Assuming that the contents of one of 
the selected PHY registers 76 is changed, the corresponding poll data register 74 is updated so that 
another interrupt will occur when the data changes yet again. 

20 In certain embodiments of the invention, when the host CPU 60 writes to one of the poll 

registers 72, the contents of the associated poll data register 74 are considered by the poll logic 70 to be 
invalid during the next polling cycle so that the poll data register 74 is updated during the next polling 
cycle without causing an interrupt to be generated. 

The present invention provides an autopolling mechanism that reduces the overhead for a host 

25 CPU to obtain information regarding a plurality of network conditions. This is performed in an efficient 
manner with polling logic, poll registers and poll data registers. 

Although the present invention has been described and illustrated 'in detailed, this is to be 
clearly understood that the same is by way in illustration and example only and is not to be taken by way 
of limitation, the scope of the present invention being limited only by the terms of the appended claims. 
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What is Claimed Is: 

1. An arrangement for polling external physical layer device (PHY) registers in a network, 
comprising: 

a number (n) of poll registers that store information indicating which PHY registers are to be 

polled; 

a number (m) of poll data registers that receive polled information from the PHY registers; and 
poll logic that automatically polls those PHY registers indicated by the information in the poll 
registers as PHY registers to be polled, and stores the polled information in the PHY registers 

2. The arrangement of Claim 1, wherein the poll logic includes comparison logic that 
compares currently polled information with previously polled information stored in the poll data 
registers. 

3. The arrangement of Claim 2, wherein the poll logic includes write logic responsive to 
the comparison logic to replace the previously polled information stored in the poll data registers with 
the currently polled information when the currently polled information is different than the previously 
polled information. 

4. The arrangement of Claim 3, wherein the poll logic includes interrupt generation logic 
responsive to the comparison logic to generate an interrupt signal when the currently polled information 
is different than the previously polled information. 

5 . The arrangement of Claim 1 , wherein n=m. 

6. The arrangement of Claim 1, wherein each of the poll registers includes an address field 
that contains an address of a PHY containing a PHY register to be polled. 

7. The arrangement of Claim 6, wherein each of the poll registers includes a register 
number field that contains the register number of the PHY register to be polled of the PHY indicated by 
the address contained in the address field. 

8. The arrangement of Claim 7, wherein each of the poll registers includes an enable field 
that enables and disables automatic polling of the PHY register to be polled. 

9. The arrangement of Claim 8, where, in one of the poll registers, the enable field is 
always set to enable automatic polling, the register number is set to the status register of the PHY, and 
the address field contains the address of a default PHY. 
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10. The arrangement of Claim 9, wherein each of the poll registers includes a preamble 
suppression field that contain information which determines whether the poll logic is to send 
management frames to the PHY registers without preambles. 

11. The arrangement of Claim 10, wherein each of the poll registers includes a default 
field that contains information which determines whether the address in the address field is to be used 
or the address of the default PHY is to be used to determine the PHY register to be polled. 

12. The arrangement of Claim 11, wherein the poll logic is configured to suppress a 
preamble when the default PHY accepts management frames with no preamble. 

13. A method of automatically polling physical layer device (PHY) registers of a network, 
comprising the steps of: 

storing addresses of a subset of PHY registers from a plurality of PHY registers; periodically 
polling the PHY registers whose addresses are stored; 

storing polling results obtained by the periodically polling; 
comparing the polling results with previous polling results; and 

generating an interrupt signal when the polling results are different from the previous polling 

results. 

14. The method of Claim 13, wherein the addresses of the PHY registers are stored in poll 
registers. 

15. The method of Claim 14, wherein the polling results are stored in poll data registers. 

16. The method of Claim 15, fiirther comprising enabling and disabling the periodic 
polling by setting and clearing an enable field in the poll registers. 

17. The method of Claim 16, frirther comprising setting the enable field of one of the poll 
registers to permanently enable periodic polling, and storing the address of a status register of a default 
PHY in an address field of that poll register. 

18. The method of Claim 17, further comprising sending management frames without 
preambles to PHY registers in dependence on the setting of a preamble suppression field in the poll 
registers. 

19. The method of Claim 18, further comprising setting a default field in the poll 
registers to control whether the address stored in the poll register is to be used as the address 
of the default PHY when a PHY register is polled. 
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ABSTRACT OF THE DISCLOSURE 



A method and apparatus for autopolling physical layer (PHY) devices in a network is 
controlled by information contained in a plurality of poll registers. A user independently 
defines the PHY addresses and register numbers for a plurality of external PHY registers and 
provides these to the poll registers. In each poll register, an enable bit is provided for each of 

5 the selected PHY registers. When a host CPU sets one of the enable bits, the poll logic reads the 
corresponding PHY register and stores the result in a corresponding poll data register. One poll 
data register is provided for each poll register. Thereafter, at each polling interval, the poll logic 
compares the current contents of the selected PHY register with the contents of the 
corresponding poll data register. If a change is detected, an interrupt is set in an interrupt 

10 register, which causes an interrupt to the host CPU. 
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the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose information which is known to me to be material to patentability in 
^■ accordance with Title 37, Code of Federal Regulations, Section L56. 

IfJ hereby claim foreign priority benefits under Title 35, United States Code, Section 1 19(a)-(d) or Section 365(b) 
■';jf)f any foreign application(s) for patent or inventor's certificate, or Section 365(a) of any PCT international 
j-^application which designated at least one country other than the United States, listed below and have also 
/jidentified below any foreign application for patent or inventor's certificate having a filing date before that of the 
11 ^application on which priority is claimed: 

J3Prior Foreign Applications(s): 

I dumber Country 



T hereby claim the benefit under 35 USC §1 19(e) of any United States provisional application(s) listed below. 
Prior Provisional Application(s): 

Apphcation Number Filing Date 

60/171,484 December 22, 1999 

I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States application(s), 
or Section 365(c) of any PCT international application designating the United States, listed below and, insofar 
as the subject matter of each of the claims of this application is not disclosed in the prior United States or PCT 
international application in the manner provided by the first paragraph of Title 35, United States Code, Section 
112, I acknowledge the duty to disclose material information as defined in Title 37, Code of Federal 
Regulations, Section 1.56 which occurred between the filing date of the prior application and the national or 
PCT international filing date of this application: 



Day/MontlvY ear filed Priority Claimed 

□ 
□ 



Prior U.S. AppIication(s): 

Serial No. 



Filing Date 



Status: Patented, Pending, Abandoned 



I hereby de,clafe tljat all statements made herein of my own knowledge are true and that all statements made on 
information and belief are believed to be true; and further that these statements were made with the knowledge 
that willful false statements and the like so made are punishable by fine or imprisonment, or both, under Section 
1001 of Title 18 of the United States Code and that such willful false statements may jeopardize the vahdity of 
the application or any patent issued thereon. 

I hereby appoint the following attomey(s) and/or agent(s): Edward A. Becker, Reg. No. 37,777; Stephen A. 

Becker, Reg. No. 26,527; Marcel K. Bingham, Reg. No. 42,327; John G. Bisbikis, Reg. No. 37,095; Carl L. 

Brandt, Reg No. 44,555, Daniel Bucca, Reg. No. 42,368; Kenneth L. Cage, Reg. No. 26,151; Carina M. Tan, 

Reg. No. P-45,769; Stephen C. Carlson, Reg. No. 39,929; Jennifer Chen, Reg. No. 42,404; Thomas A. 

Corrado, Reg. No. 42,439; Lawerence T. CuUen, Reg. No. 44,489; Paul Devinsky, Reg. No. 28,553; Margaret 

M. Duncan, Reg. No. 30,879; Brian E. Ferguson, Reg. No. 36,801; Michael E. Fogarty, Reg. No. 36,139; John 

R. Fuisz, Reg. No. 37,327; Willem F. Gadiano, Reg. No. 37,136; Keith E. George, Reg. No. 34,111; Matthew 

V. Grumbling, Reg. No. 44,427; John A. Hankins, Reg. No. 32,029; Brian D. Hickman, Reg. No. 35,894; 

Joseph Hyosuk Kim, Reg. No. 41,425; Eric J. Kraus, Reg. No. 36,190; Jack Q. Lever, Reg. No. 28,149; 

Raphael V. Lupo, Reg. No. 28,363; Christine F. Martin, Reg. No. 39,762; Michael A. Messina, Reg. No. 

33,424; Eugene J. MolineUi, Reg. No. 42,901; Christopher J. Palermo, Reg. No. 42,056; Dawn L. Pahner, Reg. 

No. 41,238; Joseph H. Paquin, Jr., Reg. No. 31,647; William D. Pegg, Reg. No. 42,988; Robert L. Price, Reg. 

No. 22,685; Thomas D. Robbins, Reg. No. 43,669; Gene Z. Rubinson, Reg. No. 33,351; Joy Ann G. 

Serauskas, Reg. No. 27,952; David A. Spenard, Reg. No. 37,449; Arthur J. Steiner, Reg. No. 26,106; David L. 
aStewart, Reg. No. 37,578; Michael D. Switzer, Reg. No. 39,552; Leonid D. Thenor, Reg. No. 39,397; Keith J. 
STownsend, Reg. No. 40,358; Daniel S. Trainor, Reg. No. 43,959; Cameron K. Weiffenbach, Reg. No. 
;[;44,488; Aaron Weisstuch, Reg. No. 41,557; Edward J. Wise, Reg. No. 34,523; Alexander V. Yampolsky, Reg. 
3No. 36,324; and Robert W. Zehiick, Reg. No. 36,976 all of 

i McDERMOTT, WILL & EMERY 

j; 600 13th Street, N.W. 

Washington, DC 20005-3096 

Uand Vincenzo D. Pitruzzella, Reg. No. 28,656, Richard J. Roddy, Reg. No. 27,688, William D. Zahrt II, Reg. No. 
■^26,070, Paul S. Drake, Reg. No. 33,491, Louis A. Riley Reg. No. 39,817 and Ehzabeth A. Apperley, Reg. No. 
036,428, with full power of substitution and revocation, to prosecute this application and to transact all business in 
;=?the Patent and Trademark Office connected therewith, and all future correspondence should be addressed to them. 



Full name of sole or first invented Jeffrey Dwork 



Inventor's signature: 
Residence: San Jose 




<:CL^ Date: 



Citizenship: USA 



Post Office Address: 1682 Tupolo Drive, San Jose, CA 95124 



